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1&2 3&4

SIL
SIL2 HFT 1
SIL2+1 SIL3  

 

1 2 3 4 5 

(a),(b) 

( ),( ),( ),( )  

1 

3 

2 

4 

5 
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90  

2H PFDavg PFH
90%

 
 

 
 

( ( ) )

 
 

PFD PFH

 

(
)

 
 

t y (t) 
  

5-10   

 
 

 
 (= )   

 

 

  

Bath Tub Curve

t

 
0

5-10   
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target failure measure
2

 
 

 --------PFD 
 

[1/h] --------------------PFH 

PFD

 
PFD(Probability of Failure on Demand): 

 
PFDavg(Average probability of a dangerous failure on demand of the safety 
function):  

PFDavg  
( S)

( D)  
( D) (DD ) ( DD)

(DU ) ( DU)  
PFD EUC EUC 

(
)  

 
A= MTBF ( )/ (MTTR ( )+ MTBF)  

 
U A 

PFH(Probability of Failure per Hour) 1

MTTF(Mean Time To Failure)
MTBF(Mean Time Between Failure) 5-11  

PFH 1 /
DU( ) 5-12  

PFH DU  
PFH  
PFH(TP) = 0Tf(t)dt/TP 

f(t) F(t)  
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f(t) = dF(t)/dt = d{1-exp(- t)}/dt = exp(- t) 
 

PFH(T) = 0Tf(t)dt/T = F(T)/T = (1-e- T)/T 
T<<1 F(t) = 1-e- t  t  
PFH(T) = (1-e- T)/T T/T 
PFH(T) =  

 
=1/MTBF 1/MTTF 

MTBF MTTF  

2
PFD PFH  

1

5-11  PFH

 

DD 

t 

 
D T  

DT/2 

 

DU T 

DU

0 TT 1H( ) 

T PFH T 1
 

5-12   
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66 
 

 
2 (RBD)

5-13  

 

A B
A B  

5-14 ( A+ B)/2  

A :(1- ) A A = A 
B :(1- ) B B = B 

CCF ( A+ B)/2
5-15  

 
1

2
 

5-15  RBD  

CCF 
( A+ B)/2 

AND OR 

A (1- ) A 

B (1- ) B  

5-13   

A ( A) 

B ( B) 

CCF 1oo2 

AB_CCF 

 
5-14   

(CCF)  AB_CCF = ( A+ B)/2 

A (1- ) A B (1- ) B 

A A 

B B 
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D  

 

 
 

( )
 

 

EMC
 

 
 

FMEA  
CMF  

CCF  
 

 
1

 
 

 
DU  

 
 

(DC) ( DU)  
( )  

 
 

 

 

 

 

 
D D= DD+ DU  
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DU DD D  

DU D DD 

 

D IEC 61508-6 D1(Table D.1 – Scoring programmable electronics or 
sensors/final elements)  

 
IEC 61508-6 D1 (LS)

(SF)  
 

D (IEC 61508-6 
D) 

INT S=X+Y  
D D INT  SD=(Z+1)X+Y  

X:  
Y:  

 
Z D2 D3  

D2 DC  
DC 1 SD

Z "0  
D3 DC  

S SD  
INT D INT  

D4 S SD INT D INT
 

 

MooN D5 INT D INT

D  
1oo2 INT= D INT= D 2oo3 INT=1.5

D INT=1.5 D  

 
IEC 61508-6 5-8  

 
 

 
FMEDA((Failure Modes Effects and Diagnostic Analysis)
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FMEDA 5-16  
 

1 1oo2  
2  
3 ( ) 10FIT 40FIT 100FIT IC

50FIT  
4 %FM  

DC24V DC24V
DC3.3V  

%FM ( ) 100% (
)

5-9  
 

5-8 IEC 61508-6 Table D.1  
I/O I O:  

    

 
I/O

 

 

 

1 /  10 10 /   10  

2 /  20 20 
2

 

16  4 

3 / / /
/  

10 10 

 

4   6  

4 

 

10 10 
 

  10 

5 

 

10 10 

 

  10 

6 / /
 

10 10 
 

  10 

7  10 10 

 

 3 7 

8  20 20 EMC,EMI ESD
 

 10  
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IEC 62061 Edition 1.0 2005(Safety of machinery - Functional safety of 
safety-related electrical, electronic and programmable electronic control systems) 
Table D.1 – Examples of the failure mode ratios for electrical/electronic components 

5-9 FMEDA  
No.   

1  FIT ( )  
FIT (1/(109 h( ))  10-9 1/h 

2 DC  
 

3  
 

 
PIN

 

4 %FM 

 
) ( ) ( )

( )  
/

50%/50%  

5 /   

6 

SD SU DD DU  

-1 SD  
DC %FM ( =1, =0) 

-2 SU  
(1-DC) %FM ( =1, =0) 

-3 DD  
DC) %FM ( =0, =1) 

4 DU  
(1-DC) %FM ( =0, =1) 

 
 

   

5-16 FMEDA  

+DC24V IC

 

 

 

 

+DC3.3V 

+DC0V 
0V 
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5-10 FMEDA   ( 5-16 ) 

  DC  %FM / SD SU DD DU 

 10 60% ( ) 50%  *1 0 0 3 2 
( ) 50%  3 2 0 0 

 40 90% ( ) 50%  18 2 0 0 
( ) 50%  18 2 0 0 

 
 100 60% 

 25%  15 10 0 0 

 25%  *2 0 0 15 10 

25%  15 10 0 0 
25%  15 10 0 0 

IC 50 60% 

( ) 20%  6 4 0 0 
 20%  *3 0 0 6 4 

0
 

(
0)*5 

20%  *4 0 0 6 4 

 
( 1) 

20%  6 4 0 0 

 20%  6 4 0 0 
 102 48 30 20 

 
5-10 SFF DC  

SFF=( SD+ SU+ DD)/( SD+ SU+ DD+ DU) 
= (102+48+30)/(102+48+30+20)=180/200=90% 

DC = DD/( DD+ DU) = 30/(30+20) = 30/50=60% 
PFDavg PFH DD=30 DU=20  

 
*1: ON

ON OFF ON ON
 

*2: ON OFF ON ON
 

*3,4:IC ON OFF ON ON
 

*5 0 0V ”0”
”0”

”0” 0
1  
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E/E/PE
 

”1
5-17  

5-11  

  

TP  
MTTR  
MRT DU  
DC  

  
= 2 D  (%) 

D (%) 
= 2 D  

DU 1/  

PFDG  

PFHG 1/  
PFDSY

S  
PFHSY

S 1/  
 1 1/  
D 1 1/  
DD 1 1/  
DU 1 1/  

tCE 1oo1, 1oo2  
tGE 1oo2  

5-17  PFD

 

 

 
 

 
 

PFDSYS = PFDS + PFDL + PFDFE 
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PFD PFH 5-12,-13  

 

5-12 1oo1  
1oo1  HFT 0 

1
 

 
 
 
 
 
 
 
 
 
 
 
 
1oo1  

tCE 
TCE ( DU/ D) {(TP/2)+MRT}+( DD/ D) MTTR  
PFDG= DtCE =( DU+ DD) tCE 
PFHG= DU TP/TP= DU 

tCE ( DU/ D) {(TP/2)+MRT}+( DD/ D) MTTR 
= ( DC) {(TP/2)+MRT}+DC MTTR 

DC  
( DC) {(TP/2)+MRT} ( DU)  

DC MTTR ( )  

 

PFHG TP ( )
MTTF MTBF  

PFHG= DU  
  

 

1 

DU DD D 

tC1=(T1/2)+MRT tC2=MTTR
tCE
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5-13 1oo2  

1oo2  HFT 1 
2

 
 
 
 
 
 
 
 
 
 
 
 
 
 
1oo2  
tCE ( DU/ D) {(TP/2)+MRT}+( DD/ D) MTTR 
tGE ( DU/ D) {(TP/3)+MRT}+( DD/ D) MTTR 

 
PFDG=2{(1- D) DD+(1- ) DU}2tCE tGE+ D DD MTTR+ DU{(TP/2)+MRT} 
PFHG=2{(1- D) DD+(1- ) DU}(1- ) DU tCE+ DU 

PFDG=2{(1- D) DD+(1- ) DU}2tCE tGE+ D DD MTTR+ DU {(TP/2)+MRT} 
2{(1- D) DD+(1- ) DU}2tCE tGE TP D DD MTTR 
+ DU{(TP/2)+MRT  
“2{(1- D) DD+(1- ) DU}2 tCE tGE  

{(1- D) DD+(1- ) DU} tCE  
 

{(1- D) DD+(1- ) DU} tCE {(1- D) DD+(1- ) DU}tGE  
 

1 2 2
1 2 2  

2 {(1- D) DD+(1- ) DU}2tCE tGE  
 

2
 

 
 

D DD MTTR+ DU{(TP/2)+MRT}  
 

PFDG=2{(1- D) DD+(1- ) DU}2tCE tGE+ D DD MTTR+ DU{(TP/2)+MRT} 
 

 

1 

2 

1oo2

DU DD 
D 

tCE 

DU DD 
D 

tCE 

 

t  
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PFHG=2{(1- D) DD+(1- ) DU}(1- ) DU tCE+ DU  
PFH 2 DU

{(1- D) DD+(1- ) DU } DU
 

1 "2" 1 2
2 1 2

 

2 1
 

DU 
 

PFH {(1- D) DD+(1- ) DU} (1- ) DU tCE+ DU 

 
 

 
(SC) 5-14

 
 

5-14  

1S  
2S  
3S  

.S  

(Field experience) SIL1
2 ” ” SIL3 ” ” SIL4 ” ” 5-15  
 

5-15  

No.     

1  10,000h 
 10  95%  

2   

3  

10,000,000h 2  

 

10  99.9%  

” ” 10,000  
10 1 (1 =8760 10,000
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)  
” ” 10,000,000  
10 10

99.9%  
“ ” ” ” ” ”  

 

 

 

 

 
 

 

 
 

 
 

 
 

 

 
 

 

 

 
CAD
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,

(
)

 
 

 
 

 
 

 

 

 

 
 

 
 

 

 

 
 

 
 

 
 
 

 
( ) ( ) 

( )
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SIL

SFF  

2 2
 

A B
A C

 

5-16  
M: HR: R:  
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1 2
 

 
 

AC  
AC (50Hz 60Hz)  

 

 

5-16
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EMC

 
EMC

EMI Electro-Magnetic 
Interference

EMS Electromagnetic Susceptibility 2  
( )

(emission)
 

EMC
 

EMS
 

EMI EMS EMC

EMC
 

EMC  
 

EMC  
(ESD) JIS C 61000-4-2 

 
2kVto±8 kV  2 kV to± 15 kV 

 Rated,radio-frequency, electromagnetic field immunity:
JIS C 61000-4-3 

 
1V/m to 30V/m 80 MHzto 1000MHz AM 80%, 1kHz 

Electrical fast 
transient / burst immunity test JIS C 61000-4-4 

 
0.5 kV to±4 kV, 

±0.25kV to±2 kV 
Surge immunity test JIS C 61000-4-5 

EMC  EMI  + EMS 
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0.5kV to 4kV: - -  

 
Immunity to conducted disturbances, induced by radio-frequency fields JIS C 
61000-4-6 

 
1V to 10V 0.15MHzto 80MHz AM 80%, 1kHz 

(Power-frequency magnetic field immunity test) 
JIS C 61000-4-8 

 
50/60 Hz lA/m to 100A/m 300A/m to 

1000A/m 
(Testing and 

measuring techniques Voltage dips, short interruptions and voltage variations 
immunity tests) JIS C 61000-4-11 

(Dip)
( )  

0%,1c ycle, I0 3  80%,300 cycles, I0 
3 0%,300 cycles,3  

CISPR22(VCCI) (ITE)  
(3m )

 
CISPR11  

(10m )
 

 

 
( )

(
)

1.5
5-18  

 
 

 

 

0.5 

1.0 

1.5

0
  

 

5-18  
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:  
  :  

      :  
      :  

:  
      :  
      :  
      :   

 

 
“masquerade”

 

 2  
IEC 61508( ) IEC61784-3( )

IEC62280( ) (
5-19 )  

( 5-20 )
IEC61508 IEC61784-3( )

IEC62280( )
 

IEC61784-3
 

 

 

 

IEC61508

/  (IEC61508,IEC61784-3,IEC62280

) 

IEC61508

/
 

5-19   

IEC61508

/  
IEC61508

 

IEC6150
8

/  

5-20  
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(SSLC) ( )  

(SSLC)
5-21

 
9 E/E/PE

10
 

5-21 E/E/PE 10
 

10.1 E/E/PE
 

10.2
 

10.3
 

10.4
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10.6 10.2
E/E/PE  

 
(

)

 

 

5-22

 

 
E/E/PE

 

 

 

5-21

 

PE  
 

10.4 

 
 

10.1 

 10.3 
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1 1
 

 

 

 

 

 

 

 
E/E/PE

 

 
E/E/PE

 
( )  

 
( ) 
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100

 

 

 

 

( )  

 

 

 

 

( ) 

( ) 

( ) 

( ) 

( ) 

( ) 

5-22

( ) 

E/E/PE
  

E/E/PE
 

 

 
 

 

 

 
 

( ) 

  

 
( ) 

 

 

( ) 
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5-17

 
 

 
 

 
 

/  
 
 

/  
( )  

 
/  

UML 
 

 

5-23  
 

  
 

 
TTA

 
 

 

5-17
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ms

5-24

 
 

 
(

)  
 

 

(
)  

5-24  

5-23  

 
 

 ( ) 

 

( ) 

( ) 

 
 

 

 

 
 

 

 

 
  

 

 
 

 
 
 

 

 

“ ”  

 

 
 

“ ”  

“ ”

“ ”  

 
 

  
 

 

 
 

OK  
 

 

OK  
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(

) 

(
) 

 
(

) 

 

5-25  
10ms 100ms

1s
 

 

 
 

 
 

 
 

 
 

 

 
HFT  

 

1ms 
 
10ms  

 
5-25  
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5-26  

 
( )  

 

 

 

 
 

 

 

 
/  

 
  

 
 

5-26  

 

 

 

 

T1 

T2

T3
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5-18
 

 
 

 

 

 

 

3  

 

5-18  

 5-27  

T1 
 

 

 

T2  

 

T3 

 
(

)
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PLC
 

 

 

 
( )

 
 

OS OS  
 

 

－ 92 －



 
 

Ex.
 

 

 
 

 

 
Weak typing

 
Java Ruby C

 

 

 

 

 
MISRA C MISRA C

LDRA QAC C/C++  

 

( )  
Ada Pascal

 

 

 

( )  
( ) increased confidence from use
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C  

C
C

 
C

LDRA QAC
 

C++  
C  

 
  

 

 
 

C C++
 

  

 

 
 

 

 

(
)  
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1

 
 

 

 

 

 

 
(DR)

 
DR  

 
( )

 
(DR)  
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( / ) 

( /A4 ) 
 

 
px? em? %?  

 
 

 
( )  

 
MISRA C; 2004 MISRA C++; 2008  

MISRA C MISRA (Motor Industry Software Reliability Association) C
( ) ANSI/ISO/IEC

C ( )
 

MISRA C++ C++ ( )
 

 
http://193.35.217.33/MISRAHome/tabid/55/Default.aspx 

 
 

 
 

(I,L,O)

 

5-19 22  
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5-19

 
5-20  
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100 100 100
 

 

( ) (*1)  

 

 
* (

)  

 

 

 

 

 
( )

 
( )
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(CAD 3D )
 

(
)

 

 

 

 
 

 
 

 

5-21
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5-21  
 

 

( )
 

5-28  
 

 
 

EUC  
 

 
 

( )
 

 

 
 
 

 
 

 

5-28 ( )  
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( )
 

 
 

 
 

 

 

5-22  
 

 
 

 

 

5-22 ( ) 
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( )

 

 
 

 
 

 
( )  

 
 

E/E/PE
 

( ) E/E/PE
/

 
( )  

 
( )
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SIL PL  

(PFD/PFH MTTFd DCavg )  
 

 

 
JIS C 0508  
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SIL/PL PFD/PFH MTTFd DCavg

SIL/PL JIS C 0508-2 A JIS C 0508-3
A B SIL

 
(V&V )

SIL2 6-1  
 

6- SIL2 IEC61508-2 A.16
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28 30 0930 32  
 

 
(1)  

 

 
(2)  
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61508-5 D 13849-1 A

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a:  
b:  
 

(C) (F) (P) (W) 

CA  FA 1 12  PA  W1  

CB  FB 1 12  PB  W2  

CC  
 W3   

CD  

X  

X  

X  

X  

X  

X  

PA 
PB FA 

FB 

FA 

CA 

CC

CB 

CD 

FA 

FB 

FB 

PA 

PA 

PA 

PB 

PB 

PB 
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62061 A  
 

3
 

 
 

 

Se  

 
 

 
 

 
 

 
 

 

Fr  
 

10
 

10
 

1   
1 1   
1 2   
2 1   
1    

 
 

Pr  
  

  
  

  
  

  

 

Av
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Se  

Cl Cl=Fr+Pr+Av 
    

 2 2 2 3 3 
  1 2 3 
  1 2 
  1 
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61508-5 D  
 

 
 

  
     C F P W 

SI
L

 
 
 

 
 

 
    

 
C
D

FA - W
1 2   

  
 

 

 
 

C
D

FA - W
1 2 

 

 
61508  
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(  61508-4 ) 

 
 

 
  

(PFDavg) 
4 10-5 10-4  
3 10-4 10-3  
2 10-3 10-2  
1 10-2 10-1  

 
 

 
 

 
 

(PFH)(1/h) 
4 10-9 10-8  
3 10-8 10-7  
2 10-7 10-6  
1 10-6 10-5  

 
 

 
13849 (PL)  

61508 (SIL)  

PL) 
(SIL) 

 
a - 
b 

1 
c 
d 2 
e 3 
- 4 
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( 61508-6 ) 

 
 

 
 

 
 

proof test interval) 
mean time to repair  
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( 13849-1 ) 

 
 

 
  
 
MTTFd:  

 
DCavg  
 
  

B
DC

av
g  

DC
av

g  

DC
av

g  

DC
av

g  

DC
av

g  

DC
av

g  

DC
av

g  
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47 57  

 
 

20   
  
  
  

 
 

59  
 

 
 

47 32  
 

36 59 3
 

32  
31
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33 38  

 
36 31

( 58 51 )  
 

36 31  
(

) 80  
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18 3 10
1  
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ISO 10218 2:2011
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25 12 24 1224 1
 

 
3 5 (2)  

 

(ISO) (TS15066)

 
( ) 500mm

 
3 5 (3)  

(ISO) (ISO 10218-1:2011 ISO
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JIS B8433-2( ))  
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(1) 25  
25

 
EN 12952 EN 12953
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(2) 25  

 

 
17

 

 
 
 

15 3 31 0331001 28 30
0930 35  

 
 

 
 

 
  
(1)  

47 33
25

28 353
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1
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1 2  
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